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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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7) D Claim(s) is/are objected to. 
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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1. 17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1 . 1 7(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 1-June -2004 has been entered. 

2. The amendment filed on l-June-2004 has been received and entered. Claims 1-41 are 
pending 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), 
(2), and (4) of section 371(c) of this title before the invention thereof by the applicant for 
patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002 
do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
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reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AIPA 
35 U.S.C.. 102(e)). 

4. Claims 1-15, and 19-40 are rejected under 35 U.S.C. 102(e) as being anticipated by Saito 
(U.S. Patent No. 6,741,991 B2). 

As to claim 1, Saito discloses a content management method for a data storage provided 
with a plurality of content storing means, comprising the steps of: 

storing a content key encrypted with a first storage key in a first content storing means, 
and storing along with said content key encrypted with the first storage key a content encrypted 
with the content key (See column 7, lines 8-1 5); 

decrypting the encrypted content key with the first storage key (See column 7, lines 16- 
44); and 

encrypting the content key obtained by the above decryption with a newly 
generated second storage key (See column 7, lines 16-44); and 

storing the content key encrypted with the second storage key along with the 
encrypted content in a second content storing means (See column 7, lines 50-67). 



As to claim 2, Saito discloses wherein the second storage key is generated based on a 
random number (See column 6, lines 45-48). 
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As to claim 3, Saito discloses wherein the content key obtained by the decryption is 
encrypted with identification information of the second content storing means and stored into the 
second content storing means (See column 6, lines 49-67). 

As to claim 4, Saito discloses wherein the content key is encrypted, in the first content 
storing means, with the first storage key and identification information of the first content storing 
means, and the content key stored in the first content storing means is decrypted with the first 
storage key and identification information of the first content storing means (See column 4, lines 
30-67). 

As to claim 5, Saito discloses wherein the second storage key is generated by a decrypted 
key generating means provided in the data storage (See column 8, lines 43-67). 

As to claim 6, Saito discloses wherein the second storage key is encrypted with a public 
key for a key management unit for management of the storage keys to generate a third storage 
key and the third storage key is stored into the second content storing means (See column 10, 
lines 6-45, also see column 16, lines 39-67). 

As to claim 7, Saito discloses wherein the data storage deletes the second storage key 
depending upon whether the third storage key has been stored in the second content storing 
means (See column 9, lines 23-49). 
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As to claim 8, Saito discloses wherein when decrypting the content key stored in the 
second content storing means, the data storage sends the third storage key to the key 
management unit; and the key management unit generates a second storage key based on the 
third storage key while accounting the data service following a predetermined procedure (See 
column 16, lines 31-67). 

As to claim 9, Saito discloses wherein the second storage key is generated by a storage 
key generating means provided in the key management unit which manages the storage keys; and 
the key management unit has stored therein the second storage key and the identification 
information of the second content storing means in which the content key encrypted with the 
above generated second storage key (See column 11, lines 5-67). 

As to claim 10, Saito discloses wherein upon the generation of the second storage key, 
the key management unit accounts the data service following the predetermined procedure (See 
column 19, lines 19-55, wherein "accounts" reads on "escrow"). 

As to claim 1 1 , Saito discloses wherein the key management encrypts the second storage 
key with the management key to generate a third storage key, and sends the third storage key to 
the datastorage (See column 19, lines 19-55); and 

the data storage stores the received third storage key into the second content storing 
means (See column 19, lines 19-55). 
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As to claim 12, Saito discloses wherein the data storage deletes the second storage key 
depending upon whether the third storage key has been stored in the second content storing 
means (See column 19, lines 45-47, wherein "deletes" reads on "abandoned"). 

As to claim 13, Saito discloses wherein the key management unit has stored therein the 
identification information of the second content storing means in which the content key 
encrypted with the second storage key (See column 32, lines 40-67, also see column 33, lines 1- 



the data storage sends, when decrypting the content key stored in the second content 
storing means, the identification information of the second content storing means to the key 
management unit (See column 32, lines 40-67, also see column 33, lines 1-21); and 

the key management unit generates a second storage key based on the result of 
comparison between the identification information of the second content storing means, send 
from the data storage, and the identification information of the second content storing means, 
held in the key management unit itself, while accounting the data service following the 
predetermined procedure (See column 32, lines 40-67, also see column 33, lines 1-21). 

As to claim 14, Saito discloses wherein the second content storing means has stored 
therein the identification information of the data storage (See column 6, lines 40-56). 



21); 



As to claim 15, Saito discloses wherein the data storage starts decrypting the content key 
stored in the second content storing means depending upon the result of an inspection of the 
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identification information of the data storage, stored in the second content storing means (See 
column 10, lines 10-45). 

As to claim 19, Saito discloses wherein the content key stored in the first content storing 
means is stored along with the identification information of the first content storing means into 
the second content storing means (See column 6, lines 30-67); 

the identification information stored in the second content storing means is stored into the 
data storage when the content key stored in the second content storing means is decrypted (See 
column 6, lines 30-67); and 

the data storage makes, when a request is made to decrypt the content key in the first 
content storing means, an error process based on the result of comparison between the 
identification information of the first content storing means in consideration and the 
identification information of the second content storing means (See column 7, lines 1-67), 

As to claim 20, Saito discloses a content storage system, comprising: 

a first content storing means having stored therein a content key encrypted with a first 
storage key and a content encrypted with the content key (See column 12, lines 1-65, also see 
column 1 1, lines 31-40); 

means for decrypting key data (See column 10, lines 57-67); 

means for encrypting key data (See column 5, lines 49-52); 

means for generating a storage key (See column 6, lines 57-65); 
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a second content storing means for storing an encrypted content key obtained by 
encrypting, in the encrypting means, the content key obtained by decryption with the first storage 
key in the decrypting means, using the second storage key generated by the storage key 
generating means, and the encrypted content (See column 12, lines 1-65); and 

means for storing the storage keys (See column 12, lines 1-18). 

As to claim 21, Saito discloses wherein the storage key storing means generates the 
second storage key by means of a random number generator (See column 6, lines 44-48). 

As to claim 22, Saito discloses wherein a content key obtained by encrypting, in the 
encrypting means, the content key obtained by the decryption in the decrypting means, with the 
first storage key and identification information of the second content storing means, is stored in 
the second content storing means (See column 6, lines 49-67, and see column 7, lines 1-67). 

As to claim 23, Saito discloses wherein the content key is encrypted, in the first content 
storing means, with the first storage key and identification information of the first content storing 
means; and the content key stored in the first content storing means is decrypted with the first 
storage key and identification information of the first content storing means (See column 6, lines 
49-67, and see column 7, lines 1-67). 



As to claim 24, Saito discloses wherein the first content storing means, decrypting means, 
encrypting means, second content storing means, storage key storing means and storage key 
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generating means form together a data storage (See column 30, lines 16-48); and further 
comprising a key management unit which manages the storage keys of the data storage (See 
column 10, lines 6-56). 

As to claim 25, Saito discloses wherein the data storage is a data receiver which receives 
a content encrypted and sent from a data transmitter (See column 5, lines 13-40). 

As to claim 26, Saito discloses comprising means for storing the public key of the key 
management unit; and wherein the second content storing means has stored therein the second 
storage key along with a third storage key obtained by encrypting the second storage key with 
the public key (See column 22, lines 52-67, also see column 23, lines 1-5). 

As to claim 27, Saito discloses wherein the data storage deletes the second storage key 
depending upon whether the third storage key is stored in the second content storing means (See 
column 19, lines 45-47, wherein "deletes" reads on "abandoned"). 

As to claim 28, Saito discloses wherein when decrypting the content key stored in the 
second content storing means, the data storage sends the third storage key to the key 
management unit (See column 19, lines 33-47); and the key management unit sends a second 
storage key generated based on the third storage key to the data transmitter while accounting the 
data service following a predetermined procedure (See column 21, lines 6-28). 
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As to claim 29, Saito discloses wherein the second content storing means has stored 
therein the identification information of the data storage (See column 6, lines 32-67, and see 
column 10, lines 10-31). 

As to claim 30, Saito discloses wherein the data storage starts decrypting the content key 
stored in the second content storing means depending on the result of inspection of the 
identification information of the data storage, stored in the second content storing means (See 
column 22, lines 5-51). 

As to claim 31, Saito discloses wherein the first content storing means, decrypting means, 
encrypting means, second content storing means and storage key storing means form together a 
data storage (See column 22, lines 20-50); and 

comprising the storage key generating means and further a key management unit which 
manages the storage keys of the data storage (See column 22, lines 5-20). 

As to claim 32, Saito discloses wherein the data storage is a data receiver which receives 
a content encrypted and sent from a data transmitter (See column 5, lines 13-40). 

As to claim 33, Saito discloses wherein the key management unit comprises an 
identification information storing means in which the storage key generated by the key 
management unit and the identification information of the content storing means in which the 
content key encrypted with the generated storage key (See column 24, lines 43-55), 
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As to claim 34, Saito discloses wherein the key management unit accounts the data 
service following the predetermined procedure depending upon the generation of the storage key 
(See column 4, lines 16-34). 

As to claim 35, Saito discloses wherein the key management unit comprises means for 
storing storage keys; 

the key management unit generates a third storage key by decrypting the second storage 
key with the storage key and sends it to the data storage (See column 22, lines 52-67); and 

the data storage stores the third storage key into the second content storing means (See 
column 23, lines 1-5). 

As to claim 36, Saito discloses wherein the data storage deletes the second storage key 
depending upon whether the third storage key is stored into the second content storing means 
(See column 7, lines 10-41). 

As to claim 37, Saito discloses wherein the key management unit comprises means for 
storing the second storage key and the identification information of the second content storing 
means in which the content key encrypted with the second storage key is stored (See column 6, 
lines 39-67); 

the key management unit accounts, when the data storage decrypts the content key, the 
data service following the predetermined procedure based on the result of comparison (See 
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abstract) between the identification information of the second content storing means, sent from 
the data storage, and the identification information stored in the identification information 
storing means (See column 7, lines 37-67). 

As to claim 38, Saito discloses wherein the second content storing means has stored 
therein the identification information of the data storage (See column 7, lines 37-65). 

As to claim 39, Saito discloses wherein the data storage starts decrypting the content key 
stored in the second content storing means (See column 6, lines 45-65). 

As to claim 40, Saito discloses wherein the content key obtained by decryption from the 
second content storing means has added thereto information that the content key is a one 
obtained by restoration, as requirement information (See column 13, lines 26-40). 

Claim Rejections - 35 USC§ 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

6. Claims 16-18, and 41 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Saito (U.S. Patent No. 6,741,991 B2) in view of Takashima etal. (U.S. Patent No. 5,701,343). 
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As to claim 16, Saito does not teach wherein the decrypted content key supplied from the 
second content storing means has added thereto information that the content key is a one 
obtained by restoration. 

Takashima et al. teaches wherein the decrypted content key supplied from the second 
content storing means has added thereto information that the content key is a one obtained by 
restoration (See column 8, lines 13-65). 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time of the invention was made.to have modified Saito to include wherein the decrypted content 
key supplied from the second content storing means has added thereto information that the 
content key is a one obtained by restoration. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to have modified Saito by the teaching of Takashima et al. to include wherein the 
decrypted content key supplied from the second content storing means has added thereto 
information that the content key is a one obtained by restoration because it provides security and 
consistency. 

As to claim 17, Saito as modified discloses wherein when moving the content key having 
added thereto the information that the content key is a restored one, the data storage makes an 
error process based on the result of comparison between the content key and a content key stored 
in a destination to which the content key is to be moved (See Takashima et al. column 15, lines 
42-67). 
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As to claim 18, Saito does not teach wherein the content key has added thereto frequency 
information which limits the number of times the content key can be used. 

Takashima et al. teaches wherein the content key has added thereto frequency 
information which limits the number of times the content key can be used (See column 8, lines 
13-65). 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time of the invention was made to have modified Saito to include wherein the content key has 
added thereto frequency information which limits the number of times the content key can be 
used. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to have modified Saito by the teaching of Takashima et al. to include wherein the 
content key has added thereto frequency information which limits the number of times the 
content key can be used because it provides security and consistency. 

As to claim 41, Saito does not teach wherein the content key has added thereto frequency 
information which limits the number of times the content key can be used. 

Takashima et al. teaches wherein the content key has added thereto frequency 
information which limits the number of times the content key can be used (See column 8, lines 
13-65). 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time of the invention was made to have modified Saito to include wherein the content key has 



Application/Control Number: 09/396,054 Page 15 

Art Unit: 2175 

added thereto frequency information which limits the number of times the content key can be 
used. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to have modified Saito by the teaching of Takashima et al. to include wherein the 
content key has added thereto frequency information which limits the number of times the 
content key can be used because it provides security and consistency. 

Response to Arguments 

7. Applicant's arguments with respect to claims 1-41 have been considered but are moot in 
view of the new ground(s) of rejection. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Tatebavashi et al. (U.S. Patent No. 6,028,937) teaches two-way encryption authentication 
in challenge response format. 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Neveen Abel-Jalil whose telephone number is 703-305-81 14. 
The examiner can normally be reached on 8:30AM-5: 30PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Dov Popovici can be reached on 703-305-3830. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 



Application/Control Number: 09/396,054 Page 16 

Art Unit: 2175 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Neveen Abel-Jalil 
July 8, 2004 
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